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ECSA v9 Course is an amplified version of the domain that complements the CEH (Certified Ethical Hacking)
certification. CEH Program has today become a baseline description and prerequisite of a security professional, and in
the event of exploring their real-time knowledge, EC-Council devised this course.

This course offers pen test methodology through the deployment of its striking component — the online cyber range, to
challenge their skill set in a real-time scenario. The ECSA certification validates your skills on the penetration testing
methodologies through real-time set-ups.

Mercury Solutions, a trusted partner to EC-COUNCIL, provides best in class and superior quality ECSA training
programs that deliver an avant-garde of fundamental tools and technologies necessary to gain expertise in this domain.
The certification of this program helps the learners to efficiently identify and dilute risks to the information security
infrastructure.

Note— Candidates are allowed to take the EC-COUNCIL Certified Security Analyst (ECSA) certification only on
successful completion and passing of the report writing portion of the course.

ECSA v10 Course

Course Detalls

Course Outline

Security Analysis and Penetration Testing Methodologies
External Network Penetration Testing Methodology
Firewall Penetration Testing Methodology

e Web Application Penetration Testing Methodology
Wireless Network Penetration Testing Methodology
Database Penetration Testing Methodology

* Mobile Devices Penetration Testing Methodology
IDS Penetration Testing Methodology

¢ Cloud Penetration Testing Methodology

e SQL Penetration Testing Methodology

Information Gathering Methodology

Internal Network Penetration Testing Methodology
e TCP IP Packet Analysis

Pre-penetration Testing Steps

Vulnerability Analysis

Report Writing and Post Test Actions

Who Should Attend

The ECSA V9 is intended for those who are working as:

e System Administrators
¢ Risk Assessment Professionals


https://www.mercurysolutions.co/ec-council/ecsa-training-ec-council-certified-security-analyst-v10-course-india?utm_source=webpageecsav9&utm_medium=MSL

¢ Network Administrators
¢ Firewall Administrators
e Security Testers

Pre Requisite

The eligibility for ECSA is:

¢ Basic Understanding of TCP/IP.

¢ Certified Ethical Hacker (CEH) Certification is pertinent for LPT License.

¢ Windows/Unix/Linux systems or equivalent experience is mandatory.

e EC-Council Certified Security Analyst (ECSA V8) certification for LPT.

e Fill up and submit the LPT Application form along with required documents is required for LPT.
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