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5 Days Implementing Citrix NetScaler 10.5 for App and Desktop
Solutions

The objective of Implementing Citrix NetScaler 10.5 for App and Desktop Solutions is to provide the foundational
concepts and skills necessary to implement, configure, secure, and monitor a Citrix NetScaler system with NetScaler
Gateway in a desktop virtualization environment such as one containing Citrix XenDesktop 7.x or Citrix XenApp, while
providing secure application and data access to users.

This course is designed specifically for learners who have limited or no previous NetScaler experience. In order to
successfully complete this course, learners will have access to hands-on exercises within a virtual lab environment. An
optional module on NetScaler SDX appliances is included with reinforcement simulation exercises. This course is based
on the Citrix NetScaler 10.5 product, but the skills and fundamental concepts learned are common to earlier product
versions.
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High Availability Pair in Different Subnets

Adding a Remote Node
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¢ Policies Overview
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LDAP Authentication Policies
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Security Pre-Authentication Expressions Configuration of End-User Devices Operating System Policies Configuration
Antivirus, Firewall, Internet Security, or Anti-Spam Expressions Configuration
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e End-User Logon Options Evaluation

e Quarantine Groups

Endpoint Analysis Troubleshooting
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e End User Connections Proxy Support Enablement
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Session PoliciesNetScaler Gateway Plug-in Support
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NetScaler Gateway Plug-in Connection Configuration

e End User Connections Proxy Support Enablement
Session Policies

Credential Passing
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Single Sign-on Configuration

Client Interception
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GSLB Deployment Methods
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Metric Exchange Protocol
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Backup IP Address Configuration for a GSLB Domain
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Labs-only module covering 4 Troubleshooting Scenarios
Appendix A: NetScaler SDX Addendum

Introduction to the NetScaler SDX Appliance

Product Benefits

Hardware Platforms

e Deployment Scenarios

Licensing o Base Architecture

10 Virtualization

VLAN Filtering



Restricting VLANS to Specific Virtual Interfaces
NetScaler SDX High Availability

Service VM Overview

e Device Management

Instance Management

Provisioning a NetScaler VPX Instance on an SDX Appliance
NetScaler SDX Service VM Internals

e Simple Consolidation

e Data Plane Isolation with Shared Interfaces

e Simple Consolidation with Delegated Administration
¢ Consolidation Across Security Zones o SNMP

e SNMP Trap Destinations

e Adding an SNMP Manager Community

e Configuring the NetScaler for SNMPVv3 Queries

e SNMP Views
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¢ SNMP Alarms

e System Health Monitoring

Third-Party Virtual Machines

Managing the NetScaler SDX Appliance

Who Should Attend

This course is recommended for learners who are: - New to the NetScaler platform - Interested in integrating NetScaler Gateway with Citrix
XenDesktop or Citrix XenApp
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