
   

  

  5 Days   CQI and IRCA Certified ISO/IEC 27001:2022 Information
Security Management Systems (ISMS) Lead Auditor 

ISO/IEC 27001 is a global standard that facilitates the basis for management of sensitive and confidential
information and for application of IS controls.

The ISO 27001 Lead Auditor training requisite for performing 1st, 2nd & 3rd party audits with the compliance of
Information Security Management Systems. It fulfills the professionals with the necessary and requisite skills through
which a professional can execute audit practices with conformity to globally recognised auditing principles, audit
methodologies which includes auditing risk assessments, interview techniques, ensuring appropriate corrective action
and practicing new skills, & audit techniques. 

The Lead Auditor online training helps you in planning and performing internal and external audits while complying with
ISO 19011 & ISO/IEC 17021-1.

In the practical Lead Auditor training the candidates can master the audit techniques & managing skills for an audit
program, auditing team, communication skills, managing clients & conflict resolution.

Course Details
___________________

  Course Outline 

Introduction to ISMS and ISO/IEC 27001

Training course objectives and structure

Standards and regulatory frameworks

Certification process

Fundamental concepts and principles of information security & Information security management system 

Audit principles, preparation, and initiation of an audit 

Fundamental audit concepts and principles

The impact of trends and technology in auditing

Evidence-based auditing 

Risk-based auditing 

Initiation of the audit process 

Stage 1 audit

On-site audit activities 

Preparing for stage 2 audit 

Stage 2 audit 

Communication during the audit 

Audit procedures 

Creating audit test plans



Closing the audit 

Drafting audit findings and nonconformity reports 

Audit documentation and quality review 

Closing of the audit 

Evaluation of action plans by the auditor 

Beyond the initial audit 

Managing an internal audit program 

Closing of the training course

  Who Should Attend 

IT Auditors

IT Project Managers

IT Consultants

IT Audit Experts

IT Expert Advisors

Chief Security Auditors (CSOs)

Chief Information Security Officers (CISOs)

Chief Information Officers (CIOs)

  Pre Requisite 

Basic Understanding with Informations Security Management Systems concepts and principles.
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