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S Days CEH V11 Training

The Next Big thing in cybersecurity skill development is here:

CEHV11 is launched! >

Certified Ethical Hacker (CEH) Version 11 — Demanded By Employees. Respected By Peers.

CEH provides an in-depth understanding of Ethical Hacking phases, Malicious Crimes, various attack vectors, and
vulnerabilities and preventative countermeasures. The CEHv11 Training And certification course will enable you to
think and act like malicious hacker so that you will be better positioned to set-up security infrastructure and safeguard
from future attacks.

CEHv11 training course make you understand weaknesses and vulnerabilities that assist organizations strengthen their
system security controls to minimize the risk of an incident. CEH Live Online Course is developed to incorporate a
hands-on environment and systematic process across ethical hacking domain and methodology, imparting an
opportunity to work for proving the needed knowledge and skills for performing skills required for ethical hacking.

In its 11th version, CEH continues to evolve with the latest tools, tactics, operating systems, exploits, and technologies.

Here are some critical updates of CEH v11 to be implemented in CEHv11 Training and certification course:

Incorporating Parrot Security OS
e Re-Mapped to NIST/NICE Framework
Enhanced Cloud Security, 10T, and OT Modules
o Cloud?Based Threats
o |oT Threats
o Operational Technology (OT} Attacks
Modern Malware Analysis
Covering the Latest Threats - Fileless Malware
¢ New Lab Designs and Operating Systems
Increased Lab Time and Hands?on Focus

Industry’s Most Comprehensive Tools Library

Course Detalls

Course Outline

Module 01: Introduction to Ethical Hacking
Module 02: Footprinting and Reconnaissance
Module 03: Scanning Networks

Module 04: Enumeration

Module 05: Vulnerability Analysis

Module 06: System Hacking

Module 07: Malware Threats

Module 08: Sniffing

Module 09: Social Engineering

Module 10: Denial-of-Service

Module 11: Session Hijacking

Module 12: Evading IDS, Firewalls, and Honeypots
Module 13: Hacking Web Servers
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Module 14: Hacking Web Applications
Module 15: SQL Injection

Module 16: Hacking Wireless Networks
Module 17: Hacking Mobile Platforms
Module 18: 10T Hacking

Module 19: Cloud Computing

Module 20: Cryptography

Who Should Attend

Information Security Analyst /Administrator
Information Assurance (IA) Security Officer
Information Security Manager/ Specialist
Information Systems Security Engineer / Manager
Information Security Professionals / Officers
Information Security / IT Auditors

Risk / Threat/Vulnerability Analyst

System Administrators

Network Administrators and Engineers

Pre Requisite
To be eligible to attempt the EC-Council CEH certification examination, you have two options:
Attend Official Network Security Training by EC-Council:
If you have completed an official EC-Council training either at an Accredited Training
Center, via the iClass platform, or at an approved academic institution, you are eligible

to appear for EC-Council exam without going through the application process.

Attempt the Exam without Official EC-Council Training:
In order to be considered for the EC-Council CEH exam without attending official network
security training, you must have at least 2 years of work experience in the Information

Security domain.

If the candidate has the required work experience, you can submit an eligibility

application form along with USD 100.00, a non-refundable fee

Exams
CEH v10: Certified Ethical Hacker [312-50]
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