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2 Days Certificate of Cloud Auditing Knowledge™(CCAK™)

Mercury Solutions Limited, in collaboration with ISACA and Cloud Security Alliance, provides the much-sought-after
Certificate in Cloud Auditing Knowledge Course [CCAK]. This path-breaking certification is the first one to certify a
professional’s expertise in the principles of auditing cloud computing systems. CCAK is conducted on the basis of 9
modules.

Mercury Solutions trains you in the pioneering course for hybrid and cloud security auditing, Certificate of Cloud Auditing
Knowledge Course. This certification’s virtual training sessions equip you with the knowledge of cloud security
assessment methods

Certificate of Cloud Auditing Knowledge or CCAK from Mercury Solutions Limited is one of the most reputed courses in
the Cloud Security domain. Those coming into the course build on their foundational knowledge and skills of the digital
cloud and gain a deeper understanding of cloud management, its operational, technical, and regulatory aspects. CCAK
training enhances the knowledge and skillsets of a professional in their responsiveness in proactively safeguarding the
confidentiality and integrity of their organization’s cloud system in particular.

Professionals who attain the CCAK certificate are in demand worldwide for this accreditation by Mercury Solutions
whose training is comprehensive, highly interactive, engaging, courtesy veteran trainers, renowned for pushing their
limits to make a concept comprehendible to their learners. Organizations need competent CCAK certified professionals
who are aware of cloud auditing terminology, risk management approaches to cloud evaluation, and audit management.

Frequently Asked Questions

Which designations should do undergo CCAK certification?

Professionals with the following job roles are recommended to undergo this certification:

¢ CISOs and Information Security Officers

Chief Privacy Officers

Data Privacy Officers

Compliance Managers

Vendor/Partners Program Managers

Cybersecurity Leads/Architects

Internal and External Assessors and Auditors

Third-Party Assessors and Auditors

Security Analyst and Architects

Procurement Officers

Security and Privacy Consultants

Solutions and Sales Architects



What is the CCAK syllabus?

CCAK certification course is covered under 9 domains namely:

e Cloud Governance

Cloud Compliance Program

CCM and CAIQ Goals, Objectives, and Structure

A Threat Analysis Methodology for Cloud Using CCM

Evaluating a Cloud Compliance Program

Cloud Auditing

e CCM: Auditing Controls

Continuous Assurance and Compliance

e STAR Program

What is the format and duration of the CCAK exam?

The Certified in Cloud Auditing exam tests you on 76 Multiple Choice Questions in 120 minutes or 2 hours.

What does CCAK focus during the exam?

Following are the focus areas of the CCAK certification exam:

e CSAtools

e Cloud Governance



e Cloud Compliance
e Cloud Auditing

e Cloud Assurance

What is the duration of the CCAK training?

CCAK training is completed in 2 days.

Which designations should do undergo CCAK certification?

Professionals with the following job roles are recommended to undergo this certification:

e CISOs and Information Security Officers

¢ Chief Privacy Officers

Data Privacy Officers

Compliance Managers

Vendor/Partners Program Managers

Cybersecurity Leads/Architects

Internal and External Assessors and Auditors

Third-Party Assessors and Auditors

Security Analyst and Architects

Procurement Officers

Security and Privacy Consultants

Solutions and Sales Architects

When am | entitled to LMS access?

Logging in unlocks not just access to LMS, but also mock tests, trainer-led classes, recorded classes, and much more.

What is the passing percentage of CCAK exam here?

With Mercury Solutions, your chances of clearing getting the CCAK accreditation increase to 90-95%.

How does getting CCAK certified benefit my career?

Post the certificate of cloud auditing knowledge training you can expect to:

¢ Higher paychecks



e Enhanced credibility
e More challenging projects

¢ Standing out from peers

Is the CCAK certification fee inclusive of the training fee?

No, the certification and training fee are separate.

Does the CCAK certification course require renewal?

Unlike many other ISACA certification courses, CCAK certificate comes with life-long validity.

Where am | going to find CCAK certificate training near me? Who is to be contacted for it?

CCAK is just a click away from your nearest available computer. Mercury Solutions provides you with best quality
training for CCAK certificate course.

What does one get with CCAK certification training?

You can expect the following with this course:

e Course Training

e Course material

e Mock Tests

e Course Completion Certificate

Course Details

Course Outline

Participants pursuing the renowned CCAK certification can expect their studies the following heads:

MODULE 1: Cloud Governance
? Overview of governance

? Cloud assurance



? Cloud governance frameworks
? Cloud risk management

? Cloud governance tools

MODULE 2: Cloud Compliance Program

? Designing a cloud compliance program

? Building a cloud compliance program

? Legal and regulatory requirements

? Standards and security frameworks

? ldentifying controls and measuring effectiveness

? CSA certification, attestation and validation

MODULE 3: CCM and CAIQ Goals, Objectives and Structure
? CCM

? CAIQ

? Relationship to standards: mappings and gap analysis

? Transition from CCM V3.0.1 to CCM V4

MODULE 4: A Threat Analysis Methodology for Cloud Using CCM
? Definitions and purpose

? Attack details and impacts

? Mitigating controls and metrics

? Use case

MODULE 5: Evaluating a Cloud Compliance Program
? Evaluation approach

? A governance perspective

? Legal, regulatory and standards perspectives

? Risk perspectives

? Services changes implications

? The need for continuous assurance/continuous compliance

MODULE 6: Cloud Auditing

? Audit characteristics, criteria & principles

? Auditing standards for cloud computing

? Auditing an on-premises environment vs. cloud

? Differences in assessing cloud services and cloud delivery models ? Cloud audit building, planning and execution



MODULE 7: CCM: Auditing Controls
? CCM audit scoping guidance

? CCM risk evaluation guide

? CCM audit workbook

? CCM an auditing example

MODULE 8: Continuous Assurance and Compliance
? DevOps and DevSecOps
? Auditing CI/CD pipelines

? DevSecOps automation and maturity

MODULE 9: STAR Program

? Standard for security and privacy
? Open Certification Framework

? STAR Registry

? STAR Level 1

? STAR Level 2

? STAR Level 3

Who Should Attend

Internal and External Assessor and Auditor
Compliance Manager

Third-Party Assessor and Auditor
Vendor/Partners Program Manager
Security Analyst and Architect
Procurement Officer

Cybersecurity Lead/Architect

Security and Privacy Consultant
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